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- Explain Block Kubernetes Cluster
- Rancher : Ul manager Kubernetes cluster

- Nginx ingress : web server support proxy, forward request to
frontend static website

- Kubernetes cluster (RKE) : Related features as described in
Architecture include:

- Kubernetes Secret, Configmap :
storage common config, support inject container environment

- Kubernetes Cronjob (not show architecture) :
job background support refresh credential,
metrics send on monitoring

- Kubernetes DaemonSet : deploy anywhere node metrics

- Kubernetes ServiceAccount :
config permission access kubernetes cluster

- Kubernetes Persistent Volume :

- Explain External Service :
- Sendgrid : suggest service mail send

- Twilio @ suggest SMS service

- Explain Web Server :

- Nginx : use as reverse proxy and load balancer for application

JHi Mot ABO| R Mo CHat AT Hi

Name Configuration Total
RO1- Resource Kubernetes Cluster
1-1 VM: RAM: 4G, VCPU: 2, Disk: 35GB 1
Use CentOS 7.9 (or another version stable)
1-2 VM: RAM: 4G, VCPU: 2, Disk: 35GB 3—5
Use CentOS 7.9 (or another version stable)
1-3 VM: RAM 4G, VCPU: 2, Disk: 35GB 2
Use CentOS 7.9 (or another version stable)
1-4 VM: RAM: 2G, VCPU: 2, Disk: 35GB 1
Use CentOS 7.9 (or another version stable)
RO2- Resource Storage
2-1 VM: RAM: 8G, VCPU: 2, Disk: 35GB 1
Use CentOS 7.9 (or another version stable)
2-2 VM: RAM: 4G, VCPU: 2, Disk: 50GB 1
Use CentOS 7.9 (or another version stable)
2-3 VM: RAM: 4G, VCPU: 2, Disk: 35GB 1
Use CentOS 7.9 (or another version stable)
R03- Resource another
3-1 VM: RAM: 2G, VCPU: 2, Disk: 15GB 1

- Explain Monitoring & Logging :
- ELK: support collects raw logs. Log metric select include :
log systemd, kubernetes logging, service backend logging -

- Prometheus : collection metric resource system
(RAM, CPU, Networking)

- Grafana : dashboard visualize metrics from Prometheus report.
Grafana support alert info error, warning system with
customizing condition

- Explain Persistent Storage :
- PostgreSQL : storage core data
- MongoDB : storage data logging, chatting, template ...

- MinlO : storage static assets resource
(eg: image, csv, support-case - )

- Explain Caching/ Data Pipeline/ Message Broker :
- Redis : data caching, support handler caching data

- RabbitMQ : support the public message & sync data with
asynchronous process

Function

Master node( High Available Cluster with 3 nodes)
Worker node — keep scaling, deploy microservices

— deploy monitoring system with Prometheus & Grafana

Worker node on RKE — applies business Gitlab Runner:
- Support Continuous integration
- Support Continuous Delivery & Deployment workflow

Deploy Rancher: support Ul manager cluster Kubernetes

Deploy storage engine: MinlO

Deploy database engine: PostgreSQL/ MongoDB

Deploy database engine: Redis/ RabbitMQ

Deploy web server Nginx
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